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Information Technology Services 

 

Handling Spam in your BGSUôs Exchange E-Mail  
 

One of the first things you will notice when you start using BGSUôs Exchange Server to get e-mail is the 

significant reduction in SPAM.  This feature alone will save you a lot of time and energy dealing with unwanted 

messages.  No filtering system, however, can remove all SPAM from your e-mail account.  This document will 

illustrate the methods available for handling the SPAM you still do receive.   

 

On BGSUôs Exchange server, you will have the option of setting up custom filters before messages are delivered to 

your Inbox (server-side filtering) and when messages are delivered to your Inbox (client-side filtering).   

 

Reviewing Quarantined E-Mail  and Setting Up Custom Filters on the Server-side 
 

Information Technology Services (ITS) provides spam filtering services for BGSU e-mail.  Incoming messages are 

scanned by the filters and those which are determined to be SPAM with the highest level of certainty are discarded 

at the gateway, while messages which are identified as suspected SPAM or bulk mailings will be placed in a 

quarantine area.   You will be notified that you have messages in your Spam Quarantine when you receive a 

message like the one below from postmaster@bgsu.edu.  Due to the large amount of SPAM messages received, the 

quarantine will be configured with a 10 day message retention time limit, after which messages will be deleted 

automatically.  This will give you a reasonable amount of time to review quarantined messages without placing 

unreasonable demands on the storage space dedicated to the quarantine. 
 

 
 

You may determine just by looking at the postmasterôs message that your quarantined messages are SPAM and 

decide to take no further action because the messages will automatically be deleted in 10 days. 

 

If you want to review messages identified as SPAM and choose to release for delivery those messages that you feel 

may have been misidentified by the filters, the quarantine offers a web interface at http://junkmail.bgsu.edu.  Login 

using your e-mail address (username@bgsu.edu) and authentication password. 

 

http://junkmail.bgsu.edu/
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To view the contents of a message, double-click on the subject link.  
 

 
 

Use the buttons below to indicate what you want done with your quarantined messages.   
 

 
 

 Click the checkbox before a message you want to be deleted and click Delete (is SPAM) 

 Click Delete All to remove all the messages from the mail server. 

 Click the checkbox before a message you want to be released to your Inbox and click Release. (not SPAM) 

 

Additionally, the quarantine interfaces allows you to set up custom blacklists (to block mail from undesired senders 

or domains) or whitelists (to explicitly allow messages from certain senders or domains) on the server-side and 

manage your quarantine settings.  To access these filters, click the links in the left navigation bar under User 

Preferences.  Clicking Quarantine will return you to your quarantined messages.    
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Left Navigation Bar in Junkmail.bgsu.edu 

 

Blocked Senders is the form you will use to create your custom blacklists (to block mail from undesired senders or 

domains).  To add a certain sender to your blacklists, enter the senders full e-mail address (username@host) and 

click Add.  To add a domain to your blacklists, you will use the same process but you only need to add the part of 

the address after the @ sign --the host or domain name.  Then click the checkbox before Blocked Senders to enable 

the Blocked Senders filter.  The filter is not activated by adding e-mail addresses and domains to the list; it must be 

enabled.  See the image with an enabled filter under Allowed Senders below. 
 

 
 

Allowed Senders is the form you will use to create your whitelists (to explicitly allow messages from certain 

senders or domains).  To add a certain sender to your whitelists, enter the senders full e-mail address 

(username@host) and click Add.  To add a domain to your whitelists, you will use the same process but you only 

need to add the part of the address after the @ sign --the host or domain name.  Then click the checkbox before 

Blocked Senders to enable the Blocked Senders filter.  The filter is not activated by adding e-mail addresses and 

domains to the list; it must be enabled.  See a sample of an activated filter below. 
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Language Settings is the form you will use to specify the languages in which you receive e-mail messages. 
 

 
 

You may find that you donôt need to use any these custom filters but they are available if you need them. 

 

Reviewing Contents in the Junk E-Mail  Folder and Setting Up Custom E-Mail  Filters on the Client-side 
 

After the filters on the e-mail server (including any custom filters you may have set up on junkmail.bgsu.edu) have 

done their job, filters built into the application you are using to access BGSUôs Exchange server (e.g. Outlook, 

Entourage, OWA) take over.  Any messages your e-mail application suspects to be SPAM as they enter your Inbox 

will end up in your Junk E-Mail folder.  Any custom settings you add for Junk E-Mail filtering in Outlook 2007 

will automatically show up in Outlook Web Access (OWA) and vice versa.   

 

Outlook 2007 

You can use any message you receive in Outlook 2007 to build custom e-mail filters.  Just right click on the 

message in the message list to display the sub-menu and select Junk E-Mail.  You will select the options under Junk 

E-Mail to create your Blocked Senders, Safe Senders, Safe Domains and Safe Recipients lists. 
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If you select Junk E-mail Optionsé, you will see the default settings for junk e-mail in Outlook 2007 and an 

alternate method for building your custom filters.  Click on any of the tabs to view or modify your custom lists. 

 

 
 

Outlook 2007 will notify you that it has placed a message in your Junk E-Mail folder.  You can then review the 

message and determine if it is SPAM or not plus create custom blacklists (to block mail from undesired senders or 

domains) or whitelists (to explicitly allow messages from certain senders or domains) on the client-side.   
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If you review a message in your Junk E-mail folder and determine that it is not junk, you can move it into the folder 

of your choice.   

 

1. Right-click on the message in the message list to display the sub-menu and select Move to Folder. 
 

 
 

2. Highlight the name of the folder where the message should go and click OK.  
 

 
 

 

If you review a message in your Junk E-Mail folder, determine that it is junk and want to add the sender to your 

blocked senders: 

 

1. Right-click on the message that is to go to Junk E-Mail and select óAdd Sender to Blocked Senders List.ô 

 


