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Handling Spam in yourB G S B BxchangeE-Mail

One of the first things you will noti ewmilisfiteen you st
significant reduction in SPAMThis feature alone will save you a lot of time and energy dealing witanted

messages. No filtering systehowever can remove all SPAM from yourraail account. This document will

illustrate the methodavailable for handling the SPAWbu still do receive.

On BGSU6s Exchange ser ver , upycusiom fiterd befordnsgessagestate delivergdttoi o n
your Inbox (serveside filtering) and when messages are delivered to your Inbox {sidmfiltering).

Reviewing Quarantined E-Mail and Setting Up Custom Filters on theServer-side

Information Techology Services (ITS) providepam filteringservicesor BGSU email. Incoming messages are
scanned by the filters and those which are determined to be SPAM with the highest level of certainty are discarded
at the gateway, while messages which areiiieshtas suspected SPAM or bulk mailings will be placed in a
guarantine area.You will be notified that youhave messages in your Spam Quarantinen you receive a

message like the one below from postmaster@bgsulde to the large amount of SPAM reages received, the
guarantine will be configured with a 10 day message retention time limit, after which messages will be deleted
automatically. This will give you a reasonable amount of time to review quarantined messages without placing
unreasonable deands on the storage space dedicated to the quarantine.

From: postmaster@bgsu.edu [mailto: postmaster@bgsu.edu]
Sent: Wednesday, March 12, 2008 5:00 AM

To: Freddy Falcon

Subject: Spam Quarantine Summary

Quarantine Summary for ffalcon@bgsu.edu

There are 2 new messages in vour Spam Quarantine since vou received vour last Spam Quarantine Summary.
These messages will automatically be deleted after 10 days.

To review the complete text of these messages. go to https:/junkmail bgsu.edu and log in.

+ NEW QUARANTINE MESSAGES
From Subject Date
Tuesday, Mar
Release | View CHIEF OJO CBN/UNITED NATIONS 2007/2008 11, 2008
T e MADUEKWE SCAM VIC... 08:01:15 AM
EDT
Tuesday, Mar
Release | View CHIEF OJO CBN/UNITED NATIONS 2007/2008 11, 2008
N MADUEKWE SCAM VIC... 074724 AM
EDT

You may determine just by looking aeth p o st ma s t e rydusquaraatmes angsgages draIPAM and
decide to take no further action because the messages will automatically be deletaym 10

If you want toreview messages identified as SPAM and choose to release for delivergndsssayes that ydael
may have been misidentified by the filters, the quarantine offers a web interfatie/gtirkmail.bgsu.edu Login
using youre-mail addresgusernamé@bgsu.edu) and authentication password.

Technology Support Center Bowling Green, Ohio 43403 fax 419-372-9499
110 Hayes Hall 419-372-0999 www.bgsu.edu/its.tsc


http://junkmail.bgsu.edu/
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, symantec.
@ Symantec™ Mail Security

Information Foundation

Version 7.6.0

Select language: English -

User name: [ffalcon @bgsu.edu |

Password: "oooooooo |

Domain: bgsuedu -

Need help logging in?
Copyright ® 1958-2007 Symantac Corporation, All rights reserved,
To view the contents of a message, dowlitk on the subject link

& Symantec Mail Security -Spam Message Quarantine - Internet Explorer provided by Dell EM
@ Q v IE https://junkmg@libgsu.edu/brightr;qqiVquar;ntine/deleteMessagesido v g l"l X ‘ ‘ Gpgg!s el V‘
File Edit View Favorites Tools Help
GOOgIC \Gv E Goip@ 9 B v ‘ % Bookmarksv ‘ "?Check v 'y Autolink - (‘-__‘ LutoFill bSendtov @Settingsv @ a2
w e % :| @ Symantec Mail Security... % ‘@WelcometoTabbed Brow... \_‘ o~ ~ s v [ Page v (T} Tools v -
@ symantec Mail Security™ Logged in 2s:falcon@bgsu.edu fnsa01.bgsu.edk]

e e

Help | Log Qut

T Spam Message Quarantine
FEEETTE || [ odete ][ oceteal ][ Rekase | [ showFites ] Eniesperpage: 25 v Display: 12 v of2
T = | [F] From Subject Date v
User Preferences Al
|| [[] CHIEF 01O MADUEKWE CBN/ UNITED NATIONS 2007/2008 SCAM VIC. .. Mar 11, 2008 08:01:15 AM EDT
I
B [7] CHIEF 0JO MADUEKWE CBN/ UNITED NATIONS 2007 /2008 SCAM VIC... Mar 11, 2008 07:47:24 AM EDT

Allowed Senders
Language Settings

m

€ Internet | Protected Mode: On #100% ~

Use the buttons below to indicate what you want done with your quarantinsagess

| Delete || DeleteAl || Release |

e Click the checkbox before a message you want to be deleted anDalitk(is SPAM)
e Click Delete Allto remove all the messages from the mail server.
e Click the checkbox before a message you want to be released to your Inbox aRelelide (not SPAM)

Additionally, the quaratine interfaces allows yad set up custom blacklists (to block mail from undesired senders
or domains) or whitelists (to explicitly allow messages from certairesgmml domains) on the servade and

manage youguarantine settingsTo access these filters, click the links in the left navigatiorubeer User
Preferences Clicking Quarantine will return you to your quarantined messages.
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Quarantine A

User Preferences A

Blocked Senders
Allowed Senders
Language Settings

Left Navigation Bar in Junkmail.bgsu.edu

Blocked Senderis the formyou will use to create your custom blacklists (to block mail from undesired senders or
domains). To add a certain sender to your blaskkstter the senders fullreail addressusernamé@hos) and

click Add. To add a domain to your blackksiou will use the same process but you only need to add the part of
the address after the @ sigthe hostor domainname. Then click the checkbolzefore Blocked Senders to enable
the Blocked Senders filter. The filterrist activated by adding-mail addresseand domains to the list; it must be
enabled. See the image with an enabled filter under Allowed Senders below.

Blocked Senders

Email from addresses or domains on your Blocked Senders List will always be blocked.

Blocked Senders
Add Blocked Senders
ER ok SeR ol v
Add
Delete Enable ] [ Disable ]
Blocked Senders Enabled

There are no entries in the Blocked Senders List.

Allowed Senderss the form you will use to create yowhitelists (to explicitly allow messages fraartain

senders or domains)o adda certain sender to your whitelists, enter the sendersffidlileaddress

(usernamé@hos) and clickAdd. To add a domain to your whitelists, you will use the same process but you only
need to add the part of the address after the @$ignhost or domin name.Then click the checkbox before
Blocked Senders to enable the Blocked Senders filter. The filtet &ctivated by adding-mail addresses and
domains to the list; it must be enabled. See a sample of an activated filter below.

Allowed Senders

Add Allowed Senders

Email addresses and domain names:

Add
Del—ete] Enable | Disable l
[V Allowed Senders Enabled
V' Chase@alerts.chase.com v
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Language Séngsis the form you will use to specify the languages in which you recenalanessages.

Language Settings

Language Settings

[Tl Languages
[7] Chinese

[T] Dutch

[Z] English

[7] French

[7] German

Specify the languages in which you wish to receive mail,

@ Receive mail in any language
) Only receive mail in the following languages:

_) Do not receive mail in the following languages:

m

[ Save ] [ Cancel ]

You may f i n dnedadtoade any thase cdstom 6lteos they are available if you need them.

Reviewing Contents in theJunk E-Mail Folder and Setting Up CustomE-Mail Filters on the Client-side

After the flters on the email server(including any custom filters you mdnave set up on junkmail.bgsu.edhave
done their job, filters builtitot he app
Entourage, OWA) take over. Any messagesr email application suspects to B®€AM as they enter your Inbox
will end up in your Junle-Mail folder. Any custom settings you add for JuakVail filtering in Outlook 2007

will automatically show up in Outlook Web Access (OWA) and vice versa.

Outlook 2007

l'ication you ar gesangi(agOutlook, ac ces s

You can use any message you receiv@utlook 2007 to build customrgalil filters. Justight click on the
message in the message tstisplay the suimenu and select JunkMail. You will select the options under Junk
E-Mail to create your Blocked Senders, Safe Senders, Safe Domains and Safe Recipients lists.

#%
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Open

Print

Reply

Reply to All

Forward

Follow Up »
Categorize >
Mark as Unread

Find All 4

Create Rule...

Junk E-mail %

2 ‘D
Delete

Move to Folder...

Message Options...

g

Add Sender to Blocked Senders List

Add Sender to Safe Senders List

Add Sender's Domain (@example.com) to Safe Senders List
Add Recipient to Safe Recipients List

Junk E-mail Options...
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If you select Junle-maillOpt i onsé, you will s eemaiim@utlodk200Z anian s et t i n
alternate method for building your custom filter€lick on any of the tabs to view or modify your custom lists.

Junk E-mail Options m

Options l Safe Senders l Safe Recipients ] Blocked Senders I International |

L;—q . Outlook can move messages that appear to be junk e-mail into a spedial
@ Junk E-mail folder.

Choose the level of junk e-mail protection you want:

() No Automatic Filtering. Mail from blocked senders is still moved to the
Junk E-mail folder.

@ Low: Move the most obvious junk e-mail to the Junk E-mail folder.:

() High: Most junk e-mail is caught, but some regular mail may be caught
as well, Check your Junk E-mail folder often.

() Safe Lists Only: Only mail from people or domains on your Safe
Senders List or Safe Recipients List will be delivered to your Inbox.

[ Permanently delete suspected junk e-mail instead of moving it to the
Junk E-mail folder

Disable links and other functionality in phishing messages.
(recommended)

[V] Warn me about suspicious domain names in e-mail addresses.
(recommended)

[¥] When sending g-mail, Postmark the message to help e-mail dients
distinguish regular e-mail from junk e-mail

[ ok ][ cancel || apply

Outlook 2007 will notify you that it has placed a message in your BiM&il folder. You can then review the
message and determine if itS®AM or not plus create custom blacklists (to block mail from undesired senders or
domains) or whitelists (to explicitly allow messages from certain senders or domains) on thedgient

Microsoft Office Qutlook M

@ -] Outlook has downloaded a message that appears to be Junk

“=| E-mail. This message was automatically moved to the Junk
E-mail folder.

You should check the Junk E-mail folder regularly to ensure that
you do not miss e-mail that you want to receive.

[ |Please do not show me this dialog again:

| Open Junk E-mail Folder | | Junk E-mail Options... | |  Close |
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If you review a message in your Junkrtail folder and detenine that it is not junk, you can move it into the folder

of your choice.

n

your gBEMalUOL s

Exchan

1. Right-click on the message in the messagddistisplaythe submenu and select Move to Folder.

'@ Junk E-mail

v |

£y |

Arranged By: Date Newest on top

=) Yesterday

=4 Freddy Falcon Mon 4:29 PM

=

L
Qpen
Print
Reply
Reply to All
Forward
Follow Up
Categorize
Mark as Unread
Find All
Create Rule...
Junk E-mail
Delete
Move to Folder...

Message Options...

2. Highlight the name of the folder where the message should go an©#lick

If you review a message in your Jugkvail folder, determine that it is junk and want to add the senderuto yo

blockedsenders:

1. Right-click on the messagdhat is togo toJunkE-Mail a n d

sel

ect

6Add

Sender

t

(0]



