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Handling Spam in yourB G S B BxchangeE-Mail

One of the first things you will noti ewmilisfiteen you st
significant reduction in SPAMThis feature alone will save you a lot of time and energy dealing witanted

messages. No filtering systehowever can remove all SPAM from yourraail account. This document will

illustrate the methodavailable for handling the SPAWbu still do receive.

On BGSU6s Exchange ser ver , upycusiom fiterd befordnsgessagestate delivergdttoi o n
your Inbox (serveside filtering) and when messages are delivered to your Inbox {sidmfiltering).

Reviewing Quarantined E-Mail and Setting Up Custom Filters on theServer-side

Information Techology Services (ITS) providepam filteringservicesor BGSU email. Incoming messages are
scanned by the filters and those which are determined to be SPAM with the highest level of certainty are discarded
at the gateway, while messages which areiiieshtas suspected SPAM or bulk mailings will be placed in a
guarantine area.You will be notified that youhave messages in your Spam Quarantinen you receive a

message like the one below from postmaster@bgsulde to the large amount of SPAM reages received, the
guarantine will be configured with a 10 day message retention time limit, after which messages will be deleted
automatically. This will give you a reasonable amount of time to review quarantined messages without placing
unreasonable deands on the storage space dedicated to the quarantine.

From: postmaster@bgsu.edu [mailto: postmaster@bgsu.edu]
Sent: Wednesday, March 12, 2008 5:00 AM

To: Freddy Falcon

Subject: Spam Quarantine Summary

Quarantine Summary for ffalcon@bgsu.edu

There are 2 new messages in vour Spam Quarantine since vou received vour last Spam Quarantine Summary.
These messages will automatically be deleted after 10 days.

To review the complete text of these messages. go to https:/junkmail bgsu.edu and log in.

+ NEW QUARANTINE MESSAGES
From Subject Date
Tuesday, Mar
Release | View CHIEF OJO CBN/UNITED NATIONS 2007/2008 11, 2008
T e MADUEKWE SCAM VIC... 08:01:15 AM
EDT
Tuesday, Mar
Release | View CHIEF OJO CBN/UNITED NATIONS 2007/2008 11, 2008
N MADUEKWE SCAM VIC... 074724 AM
EDT

You may determine just by looking aeth p o st ma s t e rydusquaraatmes angsgages draIPAM and
decide to take no further action because the messages will automatically be deletaym 10

If you want toreview messages identified as SPAM and choose to release for delivergndsssayes that ydael
may have been misidentified by the filters, the quarantine offers a web interfatie/gtirkmail.bgsu.edu Login
using youre-mail addresgusernamé@bgsu.edu) and authentication password.

Technology Support Center Bowling Green, Ohio 43403 fax 419-372-9499
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http://junkmail.bgsu.edu/

HandingSpam i n your gB8EMaIUGS Exchan

, symantec.
Symantec™ Mail Security
Information Foundation
Version 7.6.0
Select language: English -
User name: [ffalcon @bgsu.edu
Password: |esecscsee
Domain: bgsu.edu v
| Login
Need help logging in?
Copyright @ 1998-2007 Symantec Corporation, Al rights reserved,

To view the contents of a message, dowlitk on the subject link

Use the buttons below to indicate what you want done with your quarantinsagess

Click the checkbox before a message you want to be deleted anDelit&(is SPAM)
Click Delete Allto remove all the messages from the mail server.
Click the checkbox before a message you want to be released to your Inbox aRelelxde (not SPAM)

Additionally, the quaratine interfaces allows yaio set up custom blacklists (to block mail from undesired senders
or domains) or whitelists (to explicitly allow messages from certainesgmt domains) on the senade and

manage youguarantine settingsTo access these filters, click the links in the left navigatioruhder User
Preferences Clicking Quarantine will return you to your quarantined messages.



