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Bowling Green State University

Information Security AdViSOry (sose1.zay
October 31, 2005 — Fake “Verified by Visa” Scam

Critical

Systems Affected
Any

Description

An unsolicited email, appearing to come from Visa [vrf-prg@visa.com], attempts to entice you to click
on a link in the email to activate a Visa password protection program. The email came from a
computer in the United States, but clicking on the link will take you to a Korean site.

Impact

The hostile Korean web site has been taken down. The intent was to harvest password credentials
that you would use to protect your credit card during online purchases, potentially resulting in financial
loss.

Solution(s)

Do not click on any links in the email — just delete it or forward with full Internet headers to
phishing@visa.com.

Ensure that all security patches for your computer, web browser, and email software are applied.

If you did click on links in the email and/or provided login credentials, please disconnect your system
from the network immediately and contact the Information Security & Privacy Office for instructions.

Additional Information
- Instructions for reporting BGSU information security incidents.

— How it works, Visa.com

Sample Visa Email (already reported to Visa) — see next page

*

incorporates the Code of Practice for Information Security Management.
References to ISO section numbers facilitate Plan organization and assessment.


http://www.bgsu.edu/infosec/
http://www.bgsu.edu/infosec/alerts/
http://www.bgsu.edu/infosec/advice/
http://www.bgsu.edu/its/page9605.html
http://www.bgsu.edu/infosec/compliance/
http://www.bgsu.edu/its/security/page11082.html
http://usa.visa.com/personal/security/visa_security_program/vbv/how_it_works.html
http://www.bgsu.edu/
http://csrc.nist.gov/publications/secpubs/otherpubs/reviso-faq.pdf

™ Activate Now! - Message (HTML) 1 A8 =10l =]
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8 vou Forwarded this message on 1043172005 7:01 &M, Click here to find all related messages,
This message was sent with High importance.

From: ‘Verified by Visa [vrf-pro@visa,com] Sent: Sak 10f29/2005 1;24 PM
e
Subject:  Activate Mow!

%RH-'IED - :

by VISA

D to armerons frand operations whit credit cards Visa
.54, opens new service that will help o to avoid
scarn and loss of yoar fimds.

Once your card is actbeated, sronr card nreber will be
recogrized whenewver it's nsed at participating online
stores. & Verified by Wisa window will antornatically
appear and your Visa card issuer will ask for your
password. You'll enter your password to verify your
identity and complete our parchase.

Siraply acttvate your card and create srowr personal
password, ¥ou'll zet the added confidence that your Visa
card 13 safe when wou shop at participating onhine store

VB ® Copyright 2003, Visa .54, All Tights reserved.
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